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1 Confidentiality

1.1 Confidentiality Statement

This document is the sole and exclusive property of Redacted Corp. and Secragon LLC. This document

contains proprietary and confidential information. Duplication, redistribution, or use, in whole or in

part, in any form, requires consent of both Redacted Corp. and Secragon LLC. Redacted Corp. may

share this document with auditors under non-disclosure agreements to demonstrate penetration test

requirement compliance.

1.2 Disclaimer

A penetration test is considered a snapshot in time. The findings and recommendations reflect the

information gathered during the assessment and not any changes or modifications made outside of

that  period.  Time-limited  engagements  do  not  allow  for  a  full  evaluation  of  all  security  controls.

Secragon LLC prioritized the assessment to identify the weakest security controls an attacker would

exploit.  Secragon  LLC  recommends  conducting  similar  assessments  by  internal  or  third-party

assessors at least annually and after any significant infrastructure or policy change occurs to ensure

the continued success of the controls.

1.3 Contact Information

Name Title Contact

Redacted Corp. 

Redacted Name Chief Information Security Officer redacted@redacted.com 

Secrgon LLC

Petar Anastasov Lead Penetration Tester panastasov@secragon.com 
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2 Assessment Overview

2.1 Overview

From  2023-01-17  to  2023-01-22,  Redacted  Corp.  engaged  Secragon  LLC  to  evaluate  the  security

posture of  its  infrastructure compared to current industry best  practices that included an internal

network penetration test. All testing performed is based on the NIST SP 800-115 Technical Guide to

Information  Security  Testing  and  Assessment,  OWASP  Testing  Guide  (v4),  and  customized  testing

frameworks. Phases of penetration testing activities include the following:

Planning – Gathering customer goals and obtaining rules of engagement.

Discovery – Performing scanning and enumeration to identify potential vulnerabilities, weak areas,

and exploits.

Attack – Confirming potential vulnerabilities through exploitation and performing additional

discovery upon new access.

Reporting – Documenting all found vulnerabilities and exploits, failed attempts, and company

strengths and weaknesses.

2.2 Components

External Penetration Test

An external penetration test emulates the role of an attacker attempting to gain unauthorized access

from outside the network  perimeter.  An engineer  will  scan publicly  accessible  systems to  identify

vulnerabilities  that  could  lead  to  Remote  Code Execution  (RCE).  The  engineer  will  seek  to  bypass

security controls, compromise externally facing applications, and potentially gain access to internal

systems.  The  aim  is  to  evaluate  the  security  of  the  organization's  external-facing  assets  and

understand how an external attacker could leverage RCE vulnerabilities to gain unauthorized access or

cause harm.

• 

• 

• 

• 

 

CONFIDENTIAL
Redacted Corp.

Copyright © Secragon 
Page 4 of 22

https://secragon.com


3 Finding Severity Ratings

The following table defines levels of severity and corresponding CVSS score range that are used

throughout the document to assess vulnerability and risk impact. 

Severity

CVSS V3.1

Score

Range

Definition

Critical 9.0-10.0

Exploitation is straightforward and usually results in system-level

compromise. It is advised to form a plan of action and patch

immediately.

High 7.0-8.9

Exploitation is more difficult but could cause elevated privileges and

potentially a loss of data or downtime. It is advised to form a plan of

action and patch as soon as possible.

Moderate 4.0-6.9

Vulnerabilities exist but are not exploitable or require extra steps such

as social engineering. It is advised to form a plan of action and patch

after high-priority issues have been resolved.

Low 0.1-3.9

Vulnerabilities are typically non-exploitable, but addressing them

would reduce an organization's attack surface. It is advised to form a

plan of action and patch during the next maintenance window.

Informational N/A

No vulnerability exists. Additional information is provided regarding

items noticed during testing, strong controls, and additional

documentation.

CVSS Explanation

The Common Vulnerability Scoring System (CVSS) is a widely recognized standard for assessing the

severity of computer system security vulnerabilities. It provides a way to capture the principal

characteristics of a vulnerability and produce a numerical score reflecting its severity. The CVSS score

can then be used to determine urgency and priority of response. CVSS is beneficial for: 

Comparing Vulnerabilities: It allows vulnerabilities to be compared across different systems and

technologies.

Prioritizing Response: By aligning the severity score with the organization’s risk appetite,

appropriate resources can be allocated to respond to the vulnerability.

Consistent Scoring: It provides a standardized scoring system that is consistent across different

organizations and industries.

Aligning with Industry Best Practices: CVSS is aligned with industry best practices and is used by

many vulnerability databases and security vendors.

In this report, CVSS V3.1 has been utilized to rate the vulnerabilities, ensuring an objective, repeatable,

and widely understood method of assessing the severity of findings. 

• 

• 

• 

• 
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4 Scope

Host/URL/IP Address Notes

x.x.x.1

x.x.x.2

x.x.x.3

x.x.x.4

x.x.x.5

Scope Exclusions

Per client request, Secragon LLC did not perform any of the following attacks during testing: 

Denial of Service (DoS)

Phishing/Social Engineering

All other attacks not specified above were permitted by Redacted Corp.

Client-Provided Information

Black-Box testing. No additional information is provided by the client.

• 

• 
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5 Executive Summary

5.1 Overview

Secragon LLC was engaged by Redacted Corp. to perform an external penetration test, focused on

evaluating the security posture of specific systems in scope. The main objective of the assessment was

to  identify  and exploit  vulnerabilities  that  could  allow an unauthorized attacker  to  gain  access  to

Redacted Corp.'s internal network.

Through careful examination and systematic exploitation of several vulnerabilities, our team was able

to  successfully  compromise  one  of  the  machines  within  the  scope.  This  particular  sequence  of

vulnerabilities provided a pathway to Redacted Corp.'s internal network, revealing a significant risk

that a skilled attacker could replicate.

Key findings include misconfigurations, a lack of proper input validation, and insecure handling of

sensitive information. Together, these weaknesses allowed for unauthorized access to critical system

components, including source code, user credentials, and even direct control over internal systems.

Secragon  LLC  has  provided  detailed  recommendations  to  address  these  vulnerabilities  in  the

accompanying  report.  Implementing  these  remediations  will  help  in  fortifying  Redacted  Corp.'s

defenses, mitigating the identified risks, and enhancing the overall security posture.

The  collaboration  and  openness  demonstrated  by  Redacted  Corp.  have  been  instrumental  in  the

success  of  this  assessment.  We  appreciate  the  opportunity  to  assist  in  strengthening  the

organization's security and are committed to providing ongoing support as required.

We emphasize  the  urgency  in  addressing  these  findings  to  ensure  that  Redacted Corp.'s  internal

network remains secure from potential malicious actors.
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5.2 Identified Vulnerabilities

# CVSS Description Page

C1 10.0 Remote Code Execution (RCE) 10

H1 8.6 Arbitrary File Read (AFR) 12

H2 8.2 Symfony Development Mode Exposure 14

M1 5.8 Server-Side Request Forgery (SSRF) 16

L1 3.7 Outdated TLS Protocols Support in Microsoft VPN Server 18

Vulnerability Overview

In the course of this penetration test 1 Critical , 2 High , 1 Medium and 1 Low vulnerabilities were

identified: 

 

Figure 1 - Distribution of identified vulnerabilities
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6 External Network Compromise Walkthrough

During the external penetration testing engagement, Secragon LLC was able to identify and exploit

vulnerabilities in one of the machines within the scope, providing unauthorized access to Redacted

Corp.'s internal network. The following steps detail the systematic exploitation from initial discovery to

complete compromise of the in-scope machine, leading to access to the client's internal network. It

should be noted that  this  summary does not  include all  the vulnerabilities  and misconfigurations

discovered during testing; those are detailed separately in the Technical Findings Details section and

ranked by severity level. The intent of this attack chain is to demonstrate to Redacted Corp. the impact

of each vulnerability revealed in this report, showcasing how they interconnect to present the overall

risk to the client environment. This information aids in prioritizing remediation efforts. While other

findings  in  this  report  could  be  employed  to  achieve  a  similar  level  of  access,  this  attack  chain

represents the initial path of least resistance taken by the tester to attain full compromise of the target

system and subsequent access to the client's internal network.

Discovery of Developer Mode in Symfony on x.x.x.2: One of the machines within the scope was

found to be running Symfony in developer mode. This configuration exposed sensitive information

such as plaintext request data, configuration environment details, and access to the source code of

the web application.

Identification of SSRF Vulnerability: During the enumeration of x.x.x.2, a Server-Side Request

Forgery (SSRF) vulnerability was identified within the /xxx-xxx-xxxxxxxx  endpoint.

Escalation to Arbitrary File Read (AFR): The SSRF vulnerability was further exploited using the 

file://  scheme, enabling unauthorized access to sensitive files on the target system.

Remote Code Execution (RCE) Discovery and Exploitation: 

Dumping Internal Application Source Code: Leveraging the AFR vulnerability, the source code of an

internally running application that processes parameters supplied from the external app

request was obtained.

Identifying Vulnerable Function: A call to the shell_exec function was identified that could be

exploited by supplying a controlled parameter, as the external app forwards every parameter.

Shell Injection and Reverse Shell: Crafting a malicious parameter containing a reverse shell

payload, a shell command was injected through the identified RCE vulnerability, uploading a

reverse shell.

Obtaining System Access: By triggering the reverse shell, unauthorized access to the internal

network was obtained on the y.y.y.1 box.

These systematic steps demonstrate how individual vulnerabilities were chained together to achieve

full compromise of a machine within the client's internal network. The presented findings highlight the

importance of comprehensive remediation and the prioritization of security controls to protect the

client's environment.

1. 

2. 

3. 

4. 

◦ 

◦ 

◦ 

◦ 
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7 Technical Findings

C1: Remote Code Execution (RCE) 

CVSS 3.1 Score 10.0 (Critical) 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:N 

Description

A critical  Remote Code Execution (RCE)  vulnerability  was  discovered in  the

internal  application  receiving  requests.  The  application  contained  a  call  to

shell_exec  with  the  user-controllable  parameter  change_ip ,  allowing  an

attacker to inject arbitrary commands.

 

Impact

The vulnerability could lead to a full system compromise. An attacker could

execute  arbitrary  commands  on  the  server,  potentially  leading  to

unauthorized access to sensitive data, manipulation of system configurations,

or further propagation within the network.

 

Target y.y.y.1 (internal server) 

Remediation

Remove or modify the functionality that requires shell_exec  to prevent user

inputs  from  being  passed  directly  into  the  command  execution  function.

Implement  proper  input  validation  and  sanitization  to  prevent  command

injection  and  apply  the  principle  of  least  privilege  to  limit  the  potential

damage.

 

References https://brightsec.com/blog/code-injection-php/ 

Finding Evidence

Using the AFR vulnerability we were able to dump the source code of an internally running application

that processes the parameters supplied from the external app request. Screenshot of Source Code

Dump: 
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A closer examination of the source code uncovered a shell_exec  function inside a controller that

accepts a specific parameter forwarded from the external application. 

Since the external application forwarded all user-supplied parameters without validation, an attacker

could control this input to execute arbitrary commands. 

Using the discovered vulnerability, we uploaded a specially crafted reverse shell, taking advantage of

the fact that the external application forwards every parameter supplied to the internal application. 

We successfully obtained a shell within the system, demonstrating the vulnerability's potential to grant

full unauthorized access to the affected machine. 
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H1: Arbitrary File Read (AFR) 

CVSS 3.1 Score 8.6 (High) 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:N/A:N 

Description

The  previously  identified  SSRF vulnerability  could  be  escalated  further  to

Arbitrary  File  Read  (AFR)  condition  by  using  the  file://  scheme.  An

unauthenticated attacker could manipulate the request sent to the /xxx-xxx-

xxxxxxxx  endpoint, forcing the system to access local files, thereby potentially

reading files on the local server.

 

Impact

An  attacker  exploiting  this  vulnerability  can  gain  unauthorized  access  to

sensitive information stored within the local system. Depending on the files

read, this could include configuration files, source code, secret keys, or user

data, potentially leading to further attacks or unauthorized actions within the

application or network.

 

Target x.x.x.2 

Remediation

The  application  should  be  configured  to  only  allow  safe  and  known  URL

schemes.  Any  request  containing the  file://  scheme should  be  explicitly

blocked or sanitized. This can be achieved by updating the configuration to

define an allowlist of acceptable schemes or by adding code logic to reject

URLs that contain unsupported or dangerous schemes.

 

References https://php.watch/articles/php-curl-security-hardening 

Finding Evidence

During the security assessment of the /xxx-xxx-xxxxxxxx  endpoint on host x.x.x.2, we were able to

escalate  the  previously  identified  SSRF vulnerability  to  an  Arbitrary  File  Read  (AFR)  condition.  By

manipulating the request and using the file://  scheme, we were able to read files from the local

server. A test request was crafted and sent using Burp Suite, targeting a known system file to confirm

the vulnerability. 
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H2: Symfony Development Mode Exposure 

CVSS 3.1 Score 8.2 (High) 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:L/A:N 

Description

Symfony 5.4.16 runinng on port 8080 had enabled debugging, which gave an

unauthenticated  user  access  to  sensitive  information.  Specifically,  the

vulnerability allowed unauthorized access to:

Plaintext request data, including potentially sensitive user inputs.

Configuration environment details, which might have included credentials

or other secure configuration parameters.

Source code of the application, potentially exposing proprietary algorithms

or business logic.

 

Impact

The  exposure  of  this  information  could  lead  to  unauthorized  access  to

sensitive data or further exploitation of the system.

 

Target x.x.x.2 

Remediation

Disable  development  mode in  Symfony  to  prevent  unauthorized  access  to

sensitive debugging information.

 

References
https://symfony.com/doc/current/configuration.html#selecting-the-active-

environment 

Finding Evidence

Wappalyzer plugin successfully detected Symfony running on the server. 

Trying to  access  /_profiler/  provided access  to  the  development  tools.  The APP_SECRET  variable

could be obtained from the Server Parameters. 

• 

• 

• 
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Browsing the requests from the dev tool also revealed the administrator's credentials. 

Using  the  eos  tool with  the  APP_SECRET  obtained from the  server  parameters,  it  was  possible  to

download the source code of the web application. 
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M1: Server-Side Request Forgery (SSRF) 

CVSS 3.1 Score 5.8 (Medium) 

CVSS Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:N/A:N 

Description

Server-Side Request Forgery (SSRF) was identified in the /xxx-xxx-xxxxxxxx

endpoint of the application. SSRF vulnerabilities allow an attacker to induce

the  server  to  make  requests  to  arbitrary  URLs,  including  those  within  the

internal network, potentially leading to the exposure of sensitive information

or further exploitation such as Local File Inclusion (LFI).

 

Impact

An  attacker  exploiting  this  vulnerability  could  potentially  access  internal

network  resources,  including sensitive  internal  systems,  APIs,  or  files.  This

could  lead  to  the  disclosure  of  confidential  information,  internal  network

mapping, or even further attacks on internal systems.

 

Target x.x.x.2 

Remediation

If it is explicitly necessary for the user to control the location in the /xxx-xxx-

xxxxxxxx  endpoint, the application must implement robust validation and an

allowlist. Maintain a list of approved domains or URLs that the endpoint can

request, and reject any requests to locations not on this list. If controlling the

location is not essential for the application's functionality, consider removing

the user's ability to control it altogether.

 

References
https://cheatsheetseries.owasp.org/cheatsheets/

Server_Side_Request_Forgery_Prevention_Cheat_Sheet.html 

Finding Evidence

During the web app endpoints enumeration of x.x.x.2, an SSRF vulnerability was identified in the /xxx-

xxx-xxxxxxxx  endpoint. This vulnerability could be easily confirmed by sending a request to a server

we control using Burp Suite.

The vulnerability's presence was first confirmed by analyzing the source code, where we observed

improper  handling of  user-controlled  input  that  constructs  the  URL for  an outgoing request.  The

screenshot below shows the relevant part of the code that confirms the vulnerability: 
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We then successfully exploited this vulnerability by manipulating the user-controlled input to craft a

request to our controlled server. The screenshot below shows the successful exploitation, with our

server receiving the request initiated by the vulnerable application: 
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L1: Outdated TLS Protocols Support in Microsoft VPN Server

CVSS 3.1 Score 3.7 (Low) 

CVSS Vector CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N 

Description

The server was found to be supporting the TLS 1.0 and TLS 1.1 protocols for

encrypted communications.  These versions of TLS are considered outdated

and are  known to  have several  weaknesses  that  could  be exploited by  an

attacker to decrypt sensitive information. Modern encryption standards, such

as TLS 1.2 or TLS 1.3, have addressed these weaknesses and should be used

instead.

 

Impact

The use of TLS 1.0 or TLS 1.1 exposes the server to potential cryptographic

attacks associated with these outdated protocols.  An attacker could exploit

these  weaknesses  to  intercept  and  decrypt  sensitive  information,  such  as

authentication credentials, transmitted between the server and clients. This

could lead to unauthorized access to the VPN network, putting all data and

systems accessible through the VPN at risk.

 

Target x.x.x.1 

Remediation

The server should be configured to only support modern and secure versions

of TLS (such as TLS 1.2 or TLS 1.3), and any support for TLS 1.0 and TLS 1.1

should be disabled.

 

References
https://thesecmaster.com/how-to-disable-tls-1-0-and-tls-1-1-on-windows-

server/ 

Finding Evidence

During the security assessment, the testssl tool was utilized to analyze the supported TLS versions on

the Microsoft VPN server.  The results revealed that the server is  configured to accept connections

using deprecated protocols TLS 1.0 and TLS 1.1. While secure versions TLS 1.2 and TLS 1.3 are also

offered, the presence of the deprecated versions poses potential security risks. 
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A Appendix - Exploited Systems

Host Notes

x.x.x.2 Port: 8080, dumped credentials and source code

y.y.y.1 remote code execution
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B Appendix - Compromised Users

Username Type Notes

admin web admin x.x.x.2

www-data system user y.y.y.1
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C Appendix - Host Changes/Cleanup

Host Notes

y.y.y.1 All systems were restored to their initial state
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